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A Note To Clarify Who’s Guilty 

This class, its contents and representations were 
developed by Dr. Jim Tanner of KBSolutions Inc.  
All content and materials contained in the class 
and handouts are the sole responsibility of 
KBS l ti I d t t thKBSolutions Inc. and may not represent the 
views or opinion of the agencies funding or 
hosting the class. 



4/22/2010

2

A Bit About Me

1. Ph.D. in Cognitive Social Psychology, Criminal Justice, and Evaluation Research. 
2. Served on faculty at three universities, taught undergrad and grad classes in 

Criminal Justice, Corrections, Social Psych, and Statistics. 
3. Was the 97th person in the world to achieve certification through SANS/GIAC in 

Computer Security Leadership.Computer Security Leadership. 
4. Worked with NSA in Berlin during the 1960s hacking Soviet crypto systems.
5. Started as a Probation Officer in August of 1970.
6. Assigned my first Sex Offender in October of 1970.
7. Worked with sex offenders for the past 39 years in almost every capacity within 

community corrections. 
8. Developed the Structured Sex Offender Treatment Review (with Dr. Steve Brake).  

The SSOTR is in use in numerous states.
9. Sworn staff in Colorado ‐ Cyber Crime Analyst – provide service to 

Probation/Parole in Colorado – examined over 1,300 sex offenders’ computers.
10. Instructor on field computer forensics for APPA, NLECTC, HTCIA, USDOJ, DOD,10. Instructor on field computer forensics for APPA, NLECTC, HTCIA, USDOJ, DOD, 

ICAC and other “alphabet” agencies in the US and Europe.
11. Designed Field Search, a computer forensic program distributed free to law 

enforcement.   Field Search is in use world‐wide.
12. Master Trainer for Field Search Instructors.

Structured Sex Offender Treatment Review 
SSOTR  “Sotter”

Developed by Jim Tanner, Ph.D. and Stephen Brake, Ph.D.

May be freely used by probation and treatment agencies.

The SSOTR is not an evaluation or assessment tool in the traditional sense. It is a 
structured protocol designed to assist treatment teams in identifying and avoiding sex 
offenders grooming, splitting, and misdirecting the team over time. The SSOTR 
provides a structured approach to reviewing the case and establishing treatment and 
supervision goals. By answering the SSOTR questions about an 
offender professionals are taken thro gh a str ct red re ie of the offender’s
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offender, professionals are taken through a structured review of the offender’s 
treatment and management process.

The SSOTR is available free at:  www.kbsolutions.com/ssotr.pdf
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Structured Sex Offender Treatment Review 
(SSOTR) – available at www.kbsolutions.com

• Developed in response to a research project for the Colorado 20th Judicial 
District.

• It is a structured review designed to keep professionals on track when dealing 
with sex offenders. 

• It is NOT an assessment of the offender, rather it is a process to focus the 
treatment team on important issues in supervision and treatment. 

• It is designed to keep treatment team aligned and focused. 

• Consists of 31 questions (adult form) or 33 questions (juvenile form) that require• Consists of 31 questions (adult form) or 33 questions (juvenile form) that require 
binary responses.

The Adult 
SSOTR
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Three Basic Elements

1. Offender assumes responsibility for past behavior.

2 Offender takes steps toward increased safety2. Offender takes steps toward increased safety.

3. Offender makes necessary collateral lifestyle changes. 

Accepts Responsibility
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Accepts Responsibility

Steps Towards Safety
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Steps Towards Safety

Steps Towards Safety
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Steps Towards Safety

Steps Towards Safety
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Steps Towards Safety

Steps Towards Safety
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Collateral Lifestyle Changes

Collateral Lifestyle Changes
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Collateral Lifestyle Changes

Collateral Lifestyle Changes
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The JSSOTR – Juvenile version of the SSOTR

33 questions.

New version coming out next 
month.

Available at 
www.kbsolutions.com/jssotr.pdf

© Copyright 2010 by Jim Tanner, Ph.D. All rights reserved.
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What Happens When You Start Using The SSOTR?

• Disagreement  
• Clarity• Clarity
• Alignment
• Prioritization
• Progress

© Copyright 2010 by Jim Tanner, Ph.D. All rights reserved.

Why Assess or Manage Digital Elements of a Sex Offender Case?

• The computer is a “window into the offender’s mind”.
• We surf in private – we don’t think others will see what we do.
• We tend to look at what interests us and ignore what is uninteresting.g g
• We send and receive countless emails and SMS/MMS messages.
• Much of our ‘private’ lives can be detected from our digital use. 

• Broader and more definitive than polygraph.  Polygraph is VALUABLE, however…
• Polygraph requires we KNOW which questions to ask (it is a closed system).
• Polygraph requires we formulate dichotomous questions (again, closed set). 
• Polygraph requires multiple exams to assess potential areas of concern. 
• Polygraph exams require trained experts; results differ between examiners.

l h d bl h
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• Polygraph is not admissible in hearings.
• Computer review requires no advance knowledge of offender (an open 

system).
• Computer review can easily establish base‐line in a single exam.
• Computer review can be done by non‐technical officers.
• Computer review results are less person‐dependent.  
• Computer reviews are admissible in hearings. 
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Three Digital Areas to Assess

• Interests
• What interests the offender?
• Does this align with the presenting charge?

• Involvement
• How involved is the offender with digital sexual content?

• Frequency
• Duration

• Intrusiveness

©Copyright 2010 by Jim Tanner, Ph.D.  All rights reserved.

• How intrusive (disruptive) is sexual content in the 
offender’s life?

• Is the sexual content integrated into the offender’s life?

What We Can Learn From Computer Use

1. Use patterns  - The TRAPS
1. Themes – the content or interest areas of porn 

fusage.  What proportion was spent on which types of 
material.

2. Ratio – the proportion of porn surfing to total 
Internet/computer usage. 

3. Amount – the total amount of time spent surfing porn 
sites.

4. Pace – the speed with which one moves from site to 
site and image to image. 

5. Session – the length of average sessions, frequency 
of surfing, how deeply into the site did the offender 
go?

© Copyright 2010 by Jim Tanner, Ph.D. All rights reserved.
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14 things that make them “Not-Low-Risk” 
(i.e. increased investment in sexual content)

1. Surfing more than 10 hours a week of sexual content.
2. High ratio of sexual sites to general surfing. 
3. Saved versus cached material.
4. Any cataloguing of sexual content.
5. Low ratio of “Splash Page” to “Inside Site” materials. 
6. Membership in adult sites. 
7. Nude pictures of offender.
8. Nude pictures taken by, created by, or altered by the offender. 
9. Erotic literature written by the offender. 
10. Trophy materials.
11. Usegroup or Peer to Peer activity seeking sexual content. 
12. Red Flag themes which have a significant number of images/files:   

B ti lit N C l S ff Mi E hibiti i
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Bestiality, Non-Consensual, Snuff, Minors, Exhibitionism
13. Internet grooming of minors.
14. Use of technology for sexual content which indicates a more heavily 

invested approach: 
IRC/IM,  SMS/MMS,  Virtual Web 2.0 (e.g. Second Life)

A paper is available at:  www.kbsolutions.com/KBS14factors.pdf

Brake & Tanner, 2007

LOW: Reactive type of user: Incidental use, downloads small amounts when prompted.  – OR –
Less than 1 hour per month spent viewing porn.
LOW-MOD: Active user of porn: Actively seeks images via web pages. – OR – More than 1 hour 
per month but less than 10 hours a month spent viewing porn.
MODERATE: Collector behavior: Actively seeks through file sharing or catalogues material OR

© Copyright 2010 by Jim Tanner, Ph.D. All rights reserved.

MODERATE: Collector behavior: Actively seeks through file sharing or catalogues material. – OR –
More than 10 hours a month but less than 30 hours a month viewing porn. 
MOD-HIGH: Engager behavior: Solicits or grooms children on-line. 
HIGH: Abuser behavior: Engages in sex with child met on-line. – OR – More than 30 hours per 
month viewing porn. 
VERY HIGH: Promoter or commercial behavior:  Produces or distributes child porn.
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Thank you for your attention.
Feel free to contact me: 

Email is the best way to reach me: 

jim (at) kbsolutions (dot) com


